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Yelyzaveta Chernysh
Information Security Manager at DataArt

Over 8 years of experience in Information Security

LinkedIn

https://www.linkedin.com/in/chernysh-yelyzaveta/


Why Are We Here?
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We are here to see how 
scammers operate & how a few 
simple steps can keep us safe
In 2023, more than 100,000 Americans over age 60 
reported being scammed, losing an average of $33,915 
each (CNN, CBS News), and in 2024 seniors lost a record 
$4.9 billion to fraud from over 147,000 complaints, a 43% 
jump from the year before (AARP, FBI).



Real Life Cases
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Case 1: Tech Support Scam
The scammer, pretending to be a federal agent and claiming to help the senior citizen 
recover money previously stolen from his account, instead took the man’s savings and ran. 
$280,000 was stolen from the victim’s Vanguard account.

Case 2: Fidelity Fake Messages
Fraudsters send fake texts claiming suspicious account activity, often threatening 
immediate account blocks. They impersonate financial institutions, include malicious links 
to steal login credentials, and pressure victims to act quickly.

Case 3: FBI warnings about "The Phantom Hacker"
It starts with a tech support scam warning the victim that their accounts are at risk. Then a 
scammer posing as a government official contacts them, claiming there is an urgent legal 
or tax issue. They pressure the victim to transfer money or give account access, claiming 
it’s necessary to avoid fines, arrest, or frozen accounts.

https://www.the-sun.com/money/13660222/retiree-savings-vanished-call-scam-fraud/
https://www.fidelity.com/learning-center/personal-finance/text-scams
https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/the-phantom-hacker-fbi-san-francisco-warns-public-of-new-financial-scam


How is it Possible?
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Emotions are the key!



Fake Retirement Fund Email
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Fake Retirement Fund Email
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Tip: Never click links in emails. Type the website yourself or call the official number.



Fake IRS or Government 
Threat
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Fake IRS or Government 
Threat

/ 12

Tips:
• Keep calm.

• Do not make any fast decisions.

• Call the IRS directly if unsure. 



Investment Opportunity Scam
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Investment Opportunity Scam
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Tips:
• If it sounds too good to be true, it is.

• Talk to your advisor.



Urgent Phone Call
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Scenario: You receive an urgent call 
from a fake Entrust employee who tries
to make you panic and take immediate 
action with your account.

Tip: Hang up. Call the company on 
their usual support number to check



Red Flags Summary
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• Spelling mistakes or strange wording 

• Unknown senders or odd email addresses 

• Links that look “off” (e.g., chase-bank-login123.com) 

• Urgent language: “Act now!” 

• Unusual Payment Methods 

• Requests for Sensitive Information

• Offer is too good to be true



Protect Your E-Mail
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Ones attacker gain access to your mailbox they may gather
a lot of sensitive information and easily get access to your other 
accounts like retirement account or social media accounts.

Your email account is a treasure for hackers



How to Protect Your 
Email Account
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Make a strong password.
Try taking the first letters of 
your favorite song and 
adding some numbers, or 
create a long phrase you’ll 
remember (spaces included)

Don’t write your password 
down in plain text. Leave 
yourself a hint only you’d 
get, or use a password 
manager.

Set up two-factor 
authentication for your 
account. You’ll need to enter a 
code in addition to your 

password when logging in.

Do not use the same 
password for multiple 
accounts



Protect Your Phone 
Number – Tips
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Don’t share your phone 
number online (like 
Facebook comments).

Criminals may try SIM 
Swaps (stealing your 
phone number).

Ask your carrier (Verizon, 
AT&T, T-Mobile, etc.) to 
put a PIN on your 
account. That way, no 
one can move your 
number without it.



If You've Been Scammed
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Being scammed can feel embarrassing, but it’s nothing to be ashamed of.

Don’t wait – Act:

Report the scam immediately 
— contact your bank, 
investment custodian, or any 
other financial institution 
involved, and file a police 
report if money was lost.

Notify the Internet Crime 
Complaint Center: 
https://www.ic3.gov/

Keep records of your losses 
and reports. In some cases, 
scam-related losses may 
qualify as a theft loss 
deduction on your taxes. See 
IRS Publication 547: 
https://www.irs.gov/forms-
pubs/about-publication-547

https://www.ic3.gov/
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547
https://www.irs.gov/forms-pubs/about-publication-547


Quiz



Final Takeaways 
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Scammers want 
your money and 
information

Slow down, 
double-check, 
and never let 
anyone rush you

When in doubt: 
Call the real 
company.













Thank you!


